Home Healthcare Solutions Security Lead 

	
	

	Location: 
	Murrysville, PA

	Education Level: 
	Bachelors degree

	Travel Percentage: 
	25


	Organization Description: 
We simplify healthcare by focusing on the people in the care cycle – patients and care providers. Through combining human insights and clinical expertise, we aim to improve patient outcomes while lowering the burden on the healthcare system. Philips delivers advanced solutions for both health professionals, to meet the needs of patients, and empowered consumers for affordable healthcare whether in hospital or at home.

Some product highlights: 256-slice Brilliance iCT scanner, Integrated cath lab, Avalon FM 20 & FM 30 fetal monitors, Ambient Experience MR and CT systems, Philips Lifeline's personal emergency alert service. 

This position is at the business group level, and will work through a group of representatives from each of the business segments. 

Your Responsibilities: 
1. Direct all Product Security activities for HHS, serve as lead consultant and single point of contact for Product Security.

2. Organize and lead HHS Product Security network comprised of Product Security Leads from each HHS business.

3. Consult with HHS businesses on Product Security policies and requirements and provide implementation guidance.

4. Audit and monitor HHS compliance with Philips Healthcare Product Security policies and requirements.

a. Create and maintain Product Security database to track HHS products and services compliance status with Philips Healthcare Product Security requirements.

b. Oversee Product Security Risk Assessments for HHS products and services.

c.Provide quarterly reporting to Director, Product Security on Product Security compliance status for HHS.

5. Manage Product Security incidents with HHS products and services as required.

6. Review and take action on customer complaints related to Product Security for HHS products and services.

7. Represent HHS on global Philips Healthcare Product Security teams.

a. Product Security Leadership Council (PSLC).

b. Product Security Incident Response Team (PSIRT).

8. Coordinate the development and maintenance of Product Security MDS2 forms and Vulnerability Tables for HHS products and services.

9. Implement and maintain Product Security components in HHS quality systems.

10. Monitor for and advise HHS businesses on
a. Vulnerabilities and threats to technologies used by HHS products and services.
b. Changes to current and pending legislation that may impact Product Security requirements and compliance for HHS products and services.

11. Coordinate the development, implementation, and maintenance of Product Security policies, procedures, and guidelines for HHS as needed.

12. Develop and conduct Product Security training on requirements implementation, awareness, and incident response as needed. 

Your Profile: 
Experience Level:

•Strong communication and influence skills across functional areas. 

•Ability to manage resources outside direct reports. Demonstrated experience in results oriented programs (an actor/activator, not a delegator).

•Program management, planning, and organizational skills.

•Demonstrated experience with information technology with familiarity with Microsoft technologies, software architecture, networking and security implementation.

•Familiarity with medical devices and the constraints of their safety and effectiveness regulation.

•B.S. degree required, M.S. degree preferred.

•Candidate has or is working towards industry security certification(s) (CISSP, GIAC, CISA, or CISM).

•Experience in USA and other government security policies.

•Experience with relevant privacy and security requirements, including HIPAA, Safe Harbor, and European data protection legislation.

•Experience with ISO 27001 desired.

•Experience with quality and regulatory processes especially in medical devices.

•Familiarity with healthcare organizations and processes.

•Experience in successful implementation of organizational change initiatives (e.g., black belt activities). 


Thank you!

Julie Magliozzi




IT Talent Acquisition Specialist
Philips North America
Direct: 978-659-7104
julie.magliozzi@philips.com
