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High Profile Breaches
ChoicePoint
Lexis/Nexis
Colleges
DSW Shoe Warehouse
CardSystems
Dept of Veterans Affairs
UCLA
Boeing



Dupont

High Profile Breaches





Legal Outfall ?
Substantial uncertainty
Generally increasing duties
Generally greater potential 

for liability
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StatutesStatutes



Information Security Laws

1. Laws protecting 
computers, networks 
and communications

2. Laws requiring 
safeguards

3. Other laws



Computer Protection Laws

1. Computer Fraud and 
Abuse Act

2. Electronic 
Communications 
Privacy Act

3. State Laws



Laws Requiring Safeguards
Federal Information Security 
Management  Act
Financial Industries 
Modernization Act  
Health Insurance Portability 
and Accountability Act 
Children’s Online Privacy 
Protection Act 
Sarbanes-Oxley Act 
New state laws



Federal Information Security 
Management Act

(FISMA)



Financial Industries 
Modernization Act

(Gramm-Leach-Bliley)



Health Insurance 
Portability and 

Accountability Act
(HIPAA)



Sarbanes-Oxley



“Sarbanes-Oxley: The Stealth 
Information Security Law?”



New California Law
Cal. Assembly Bill 1950

-signed 9/04
Businesses that own or 
license personal info about 
Cal residents
Must implement and 
maintain reasonable 
security practices and 
procedures to protect



Proposed Laws
Licensing of data brokers
Require reasonable security

(Extend Gramm-Leach-
Bliley Safeguards Rule)

Notification of compromises



Reasonable Security
Cal law
Ariz, Nev, RI, Tex, Utah

Mass – shift liability to 
entity responsible for 
breach (pending)



Notice of Breaches

California Database 
Security Breach 
Notification Act

-in effect
Federal Notification of 

Risk to Personal Data Act
-pending



State Laws
Breach notification
35 states
–New PA law
Credit freeze
24 states

Federal law with preemption?



State Laws

Proposed Maryland law
–Notice of breaches
–Reasonable information 

security
–Secure disposal
The new model?



Secure Disposal

FTC Disposal Rule 
(FACTA)
Ark, Ky, Hi, NJ, NC, Tex,

Utah



Other Laws
1. FTC Act
2. Securities Laws
3. Fair and Accurate Credit 

Transactions Act
4. IP Laws
5. PATRIOT Act
6. Identity Theft and Assumption 

Deterrence Act of 1998
7. CAN SPAM



Federal Trade Commission 
Act



Securities Laws

Disclosure of adequacy 
of information security 
program?
Disclosure of risks?
Disclosure of intrusions?



Security 
Standards
Security 

Standards



Legal Standards
Federal Agencies
–GISRA / FISMA
–National Institute for 

Standards and Technology 
(U.S. Dept. of Commerce)

–National Security Agency
G-L-B, HIPAA, COPPA



Standards / Benchmarks
ISO Standards
– 17799:2000
– 27001:2005
NIST 
NSA
OMB
FFIEC
Center for Internet Security
CERT
US-CERT



Common LawCommon Law



Common Law

Contract
Negligence
Products Liability
Directors’ & Officers’

Liability



Contracts

Agreements
Generally binding only 

on parties
Terms generally 

enforced



Contracts

Exclusions or limitations 
of warranties
Limitations of damages
E.g., software EULA



Negligence

Failure to exercise 
reasonable care



Negligence

Duty
Breach
Causation
Damages



Negligence

Duty
–Reasonable care
–Foreseeability



Negligence

Failure to comply with 
industry standards
Negligence per se-

failure to comply with a 
law or regulation



Negligence

Standard of Care
–Industry standards
–Best practices 
–Benchmarks



Negligence

Economic loss rule
Foreseeability
Intervening criminal act



Products Liability

Defect-
unreasonably dangerous 
to persons or property
Strict liability
Unlikely to apply to usual 

infosec situations



Directors & Officers
Business Judgment Rule
Caremark Int’l Inc. 
Derivative Litigation
698 A.2d 959 (Del. Ch. 1996)
AICPA
Information Security 
Management and Assurance:
A Call to Action for 
Corporate Governance



CasesCases



Legal Outfall
Generally increasing duties
Generally greater potential 

for liability
Substantial uncertainty



FTC Enforcement

1. Violation of laws & regs
2. “Deceptive trade 

practices”
3. “Unfair trade practices”



In re 
BJ’s Wholesale Club, Inc.

FTC 9/23/05
No. 042-3160
Consent Order



U.S. v. ChoicePoint, Inc.
N.D. Ga.

FTC Civil Action



BJ’s Wholesale Club
Litigation



ChoicePoint, Inc. 
Class Actions



Guin v. Brazos Higher 
Education Service Corp.



TJX Cos, Inc. Litigation



Conclusions

Myth or Reality?



Avoiding Liability
Understand all legal 
requirements.
Conduct a risk assessment.
Implement a sound 
information security program.
Conduct training.
Plan for incident response.
Monitor, audit and update.



QuestionsQuestions


