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U.S. Information Security Law

“A Patchwork Quilt”

1. Background



Data Governance


 
Information Security


 
Records & Information 
Management


 
Privacy



Current Trends

Generally increasing duties


 
High level legal duties 

better defined 
Still substantial uncertainty


 
Generally greater potential 

for liability



Information Security Laws

1. Laws protecting 
computers, networks and 
communications

2. Laws requiring safeguards
3. Other laws



Computer Protection Laws

1. Computer Fraud and Abuse 
Act

2. Electronic Communications 
Privacy Act

3. State Laws



Laws Requiring Safeguards


 
Federal Information Security 
Management  Act


 

Financial Industries 
Modernization Act (GLB)


 

Health Insurance Portability 
and Accountability Act (HIPAA)


 

Children’s Online Privacy 
Protection Act 


 

Fair Credit Reporting Act 
(FACTA)



Laws Requiring Safeguards


 
Sarbanes-Oxley Act


 

Family Educational Rights and 
Privacy Act 


 

Federal Trade Commission Act


 
State Laws



High level legal duties
Better defined
Consistent

2. The Emerging Legal 
Standard




 

Develop, implement and 
maintain


 
A comprehensive 

information security 
program
Written




 

Administrative, technical 
and physical safeguards
Appropriate to:

– Size and complexity
– Nature and scope of activities
– Sensitivity of information



Based on a risk assessment
Designate responsibility




 

Develop, implement and 
maintain a comprehensive, 
written information security 
program


 
Appropriate administrative, 

technical and physical 
safeguards
Based on a risk assessment
Designate responsibility

High Level Legal Standard



“Reasonable” “Appropriate”

Legal requirements
Standards and benchmarks



Legal Requirements

Federal Agencies
– GISRA / FISMA
– National Institute for Standards 

and Technology (NIST) 
(U.S. Dept. of Commerce)

– National Security Agency (NSA)


 

G-L-B, HIPAA, COPPA, 
state laws



Standards / Benchmarks
ISO Standards

– 17799:2000
– 27001:2005

FFIEC
Center for Internet Security
CERT
US-CERT
Legal Standards as guides: 

(NIST, NSA, OMB) 
(G-L-B, HIPAA, COPPA)



3. Data Breaches Continue


 

High profile consumer data 
breaches


 
Commercial data / 

intellectual property



Consumer Data Breaches 

2009
Breaches:  498
Exposed:   222,477,043
2008
Breaches:   656
Exposed:    35,691,255

http://www.idtheftcenter.org/index.html


High Profile Breaches
BJs Wholesale Clubs
ChoicePoint
DSW Shoe Warehouse
CardSystems
Dept of Veterans Affairs
TJX
Hannaford Bros. 
Heartland Payment Sys.

X



Consumer Data Breaches 
Privacy Rights Clearinghouse 

www.privacyrights.org/ar/ChronDataBreaches.htm

DataLossDB 
http://datalossdb.org/


 

Interhack 
Using Science to Combat Data Loss: Analyzing 
Breaches by Type and Industry 
http://web.interhack.com/publications/breach-taxonomy

http://www.privacyrights.org/ar/ChronDataBreaches.htm
http://datalossdb.org/
http://web.interhack.com/publications/breach-taxonomy


Privacy Rights Clearinghouse



346,500,142



Federal Trade Commission


 
Dept. of Health and Human 

Services


 
Securities and Exchange 

Commission


 
Financial Industry 

Regulatory Authority 
(independent regulator)

4. Federal Enforcement 
Escalates



FTC Enforcement


 

Violation of laws & 
regulations


 

Misrepresentations or 
false promises 
-“Deceptive trade 
practices”


 

“Unfair trade practices”



July 29, 2008



•Created an unnecessary risk to personal information by 
storing it on, and transmitting it between and within, its 
various computer networks in clear text;
•Did not use readily available security measures to limit 
wireless access to its networks, thereby allowing an intruder 
to connect wirelessly to its networks without authorization;
•Did not require network administrators and others to use 
strong passwords or to use different passwords to access 
different programs, computers, and networks;
•Failed to use readily available security measures, such as 
firewalls, to limit access among its computers and the 
Internet; and
•Failed to employ sufficient measures to detect and prevent 
unauthorized access to computer networks or to conduct 
security investigations, such as patching or updating
anti-virus software.

FTC Press Release March 27, 2008





TJX Companies 
BJ’s Wholesale Club
DSW Shoe Warehouse
OfficeMax
Boston Market
Barnes & Noble 
Sports Authority
Forever 21
Hannaford Brothers
7 Eleven
Heartland Payment Systems



Once inside the networks, they 
installed "sniffer" programs that 
would capture card numbers, as 
well as password and account 
information, as they moved 
through the retailers’ credit and 
debit processing networks.



“ICEMAN,” FOUNDER OF ONLINE CREDIT CARD THEFT 
RING PLEADS GUILTY TO WIRE FRAUD CHARGES

-Stole 1.8 million credit card numbers 
-Cost banks $86.4 million

Max Butler













Data Breach Notice
Credit Freeze
Reasonable Security
Encryption
Secure Disposal
Liability for Breaches

5. States Lead in New Laws



Data Breach Notice   - 45  
Credit Freeze - 25
Reasonable Security - 12
Encryption - 6
Secure Disposal - 21
Liability for Breaches - 2

States Lead in New Laws



State Laws
Breach notification

– Cal Database Security 
Breach Notification Act

– 45 states
– PA law  73 P.S. §2301-2329
– List of laws: 

http://tinyurl.com/pmyrmb

“Doing Business”

http://www.ncsl.org/IssuesResearch/TelecommunicationsInformationTechnology/SecurityBreachNotificationLaws/tabid/13489/Default.aspx


CSOonline 7/08 
Red checks show newer laws.

http://tinyurl.com/5c24lo

http://www.csoonline.com/article/221322/CSO_Disclosure_Series_Data_Breach_Notification_Laws_State_By_State


Notice of Breaches
Information covered 
Entities covered
Definition of “breach”
Who must be notified
Risk of harm
Time of notice
Form or method of notice
Exceptions

–Safe Harbor
–Encryption



“persons who own, license, 
store or maintain personal 
information about a resident of 
the Commonwealth of 
Massachusetts”

“shall develop, implement, 
maintain and monitor a 
comprehensive, written 
information security program”

New Mass. Law - M.G.L. c. 93H




 

Office of Consumer Affairs 
and Business Regulation

–201 CMR 17.00: 
Standards for The Protection of 
Personal Information of 
Residents of the Commonwealth

– Effective March 1, 2010
– www.mass.gov/Eoca/docs/idtheft/201CMR1700reg.pdf

New Mass. Law - M.G.L. c. 93H

http://www.mass.gov/Eoca/docs/idtheft/201CMR1700reg.pdf


‘‘Data Accountability and Trust Act’’ 
www.govtrack.us/congress/billtext.xpd?bill=h111-2221

Federal Laws


 
Several bills pending in 

Congress


 
No comprehensive law 

passed to date


 

H.R. 2221 
Passed House 12/09

http://www.govtrack.us/congress/billtext.xpd?bill=h111-2221


The American Recovery and 
Reinvestment Act of 2009 

Health Information 
Technology for Economic and 
Clinical Health (HITECH) Act 
– promote the use of electronic health 

records by all hospitals and 
physicians by 2015 

– enhanced privacy & security

6. Economic Stimulus




 

HIPAA privacy & security 
rules extended to business 
associates
– Definition of “business 

associates” expanded

Breach notice requirement 


 
Increased enforcement and 

penalties 

HITECH





7. Victims Face An 
Uphill Battle

Consumers
– Increased Risk 
– Victims of ID Fraud or ID Theft

Financial Institutions



Common Law

Contract
Negligence
Products Liability


 
Directors’ & Officers’ 

Liability



Heartland Payment Sys.

I. Negligence
II. Breach of Contracts 

(Third Party Beneficiaries)
III. N.J. Consumer Fraud Act
IV. Negligence Per Se
V. Negligent 

Misrepresentation



Louisiana Restaurants Case



FACTA “Red Flag” Rule
November 1, 2008 deadline


 
Enforcement extended to 

May 1, 2010 
only for entities regulated 
by FTC

8. Red Flags Update




 

Reasonable and 
appropriate safeguards
Current industry standards


 
Comply with all applicable 

laws and regulations
Questionnaire
Inspection / audit
Notice of material changes

9. Contracting for Security



Contracts Requiring Safeguards

HIPAA, G-L-B, etc.


 
Payment Card Industry 

Data Security Standard 
(PCI)
Outsourcing
Business partners




 

Federal Rules Amendments 
(effective Dec. 1, 2006)


 
“electronically stored 

information”


 
Legal Hold or 

Litigation Hold
Expense +Risk of Sanctions

10. E-Discovery




 

When is it required? 
- the trigger


 
What must be 

preserved? 
-the scope


 
How should it be done? 

-the process

Legal Hold or Litigation Hold



1. Issue a “litigation hold” 
at outset and periodically 
reissue.

2. Communicate directly with the 
“key players.” 
[key custodians / IT]

3. Instruct all employees to 
produce copies of relevant 
electronic files.

4. Make sure that all backup media 
which the party is required to 
retain is identified and stored in 
a safe place. [all files and media]

The Zubulake Duty



“ Possibly after October, 2003, when 
Zubulake IV was issued, and definitely 
after July, 2004, when the final relevant 
Zubulake opinion was issued, the failure 
to issue a written litigation hold 
constitutes gross negligence because 
that failure is likely to result in the 
destruction of relevant information.”

- Opinion available at 
http://tinyurl.com/yjhb76x

Pension Committee 
(S.D.N.Y. Jan. 15, 2010)

http://ralphlosey.files.wordpress.com/2010/01/05cv9016-january-15-2010-amended-opinion.pdf


QuestionsQuestions
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