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Agenda

ÅGood sites gone bad

o Web  under siege (designer malware, drive -by downloads)

o How To Become A Money Mule

o Adobe PDF Malware Example

ÅThe Scareware Epedimic

o What is Scareware?

o How can I get it?

o Protecting Yourself From Scareware

ÅRansomware On The Rise

o What is Ransomware ?

o Protection Yourself From Ransomware
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The Growing Malware Threat

Total as of 1 December 2009: 3,312,682

Total number of signatures on mobile malware as 
of 2 December 2009: 1115

New threats per day: 30,000

More than 3,500 new signatures/day
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Designer Malware 

ÅProfessionally targeted to weakest links

o Poorly configured Web servers

o Vulnerable publishing platforms

o Un-patched Internet -facing databases

ÅObfuscated JavaScript code inserted on hacked Web pages

o Redirects to remote server hosting exploits

o Serves custom malware based on Windows OS version, browser version, 

patch level, vulnerable third party apps

o Fires exploits simultaneously at IE, WinZip, Java, QuickTime, ActiveX 

controls, even Firefox é until exploit hits target

ÅPayload: Backdoor Trojans, password stealers, banker Trojans, 
spam bots

o This is the work of highly skilled, well -organized cyber criminals
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How To Become A Money Mule
INVESTMENT/PARTNERSHIP

Hello,

I am a financial and investment consultant based in Burkina Faso. I am facilitating for a private investor(a 

widow) who has interest to invest in a long term investments in your Country. The area of interest is Health, 

Real Estate, Crude -Oil, Farm, Services and construction or any lucrative business of your choice.

You will be required to:

[1]. Receive the funds into your business/private bank account.

[2]. Invest and Manage the funds in the specified areas of investment.

The total sum available for investment is Ten Million United States Dollars. My client is willing to pay 5% as 

participation fee for your role as the receiver partner to the funds and a subsequent 5% "Management 

Commission" for your advised investment services. Absolute confidentiality and professionalism is required in 

the handling of this funds and subsequent investments.

I look forward to your swift response.

Ezekiel Allasane Sanou .

Good day, 
My Name is Hajime Bada, President & CEO of JFE Steel Corporation. JFE 
Steel
Corporation is a steel & chemical trading company. Our company export 
steel
& chemical into Canada, USA, Europe, Central America. 

Due to the increase in demand of our products in North and South 
America
continent and Europe,  we decided to move our products fully into the
continent of America & Europe. We are searching for reliable
persons/companies who will act as a PAYMENTS RECIEVABLE AGENT  in 
collecting
funds owed to us by a deliquent Customer within your jurisdiction. 
Please
advice if you are intrested in handling this position. 
Thank you and I await your prompt response 
Hajime Bada, President & Ceo
JFE Steel Corporation.
No. 2 - 2- 3 Uchisaiwaicho , Chiyoda - Ku,
Tokyo, Japan.
hajimebada@Safe- mail.net

mailto:hajimebada@Safe-mail.net
mailto:hajimebada@Safe-mail.net
mailto:hajimebada@Safe-mail.net
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The Web Under Permanent Siege

ÅHacked Web sites deliver drive -by downloads

ÅItõs no longer just òdirtyó Web sites
Á 77 percent of Web sites with malicious code are legitimate sites that 

have been compromised
Á 82% of websites have had a high, urgent or critical issue
Á Average number of serious unresolved vulnerabilities per website: 7
Á Average number of inputs (attack surface) per website: 227

ÅVulnerabilities/exploits are ready -made, publicly available

ÅThe (un-patched) state of Windows
o Secunia PSI statistics: Only 2% of Windows computers fully patched

o ActiveX control vulnerabilities hard to find, fix

o The Adobe Acrobat/PDF, Flash, RealPlayer, WinZip and QuickTime 

monocultures

o Browser flaws everywhere: IE, Firefox, Safari, Opera

o Browser plug -ins: A bigger nightmare
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Examples of Malicious Adobe PDF File

ÅThis is a Malicious PDF attachment.  When you open it you see  

garbage, but in the background...

ÅObfuscated javascript is hidden inside the file.  After itõs 

decompressed and deobfuscated with some special tools it 
looks like this.

ÅHidden in this javascript is shellcode that runs silently when the 

PDF is opened.  Shellcode is machine level code that speaks 

directly to the hardware.

Client Side Application Vulnerability
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Examples of Malicious Adobe PDF File

ÅThis PDF contained upwards of 5 separate PDF vulnerabilities 

that can do anything from password stealing to remote code 

execution.  If you look at the bottom of javascript example 

there is a section where it actually says " collectEmailInfo " which 

is just one of the previously known Adobe vulnerabilities which 

can be used as part of a buffer overflow, allowing the launch 

of any exe on your system.  This happens silently without any 

authorization.

ÅYou can get this PDF as an email attachment, or as a drive by 
download from the web (a specially crafted web page auto 

launches the PDF just by opening the site and then infects you.)

Multiple Vulnerabilities Exploited
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The Web under permanent siege
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What is Scareware?

ÅScareware = fake (rogue) security software

ïImplies your computer is at risk

ïEntices you to buy software to òprotect youó

ÅWonõt protect you from threats

ÅWonõt remove threat already on your computer

ÅUsually part of a larger malware scheme or botnet ð

it is the real threat!

ÅOrganized criminals that earn huge weekly salaries 

through a low -risk, online scam

Highly Organized Cyber -Criminal Activity
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The Scareware Epidemic

ÅThree of the top 25 

malware families in 1H09 

were scareware 

programs: 

ï FakeXPA, 

ïWinwebsec

ï Yektel

ÅAnother family, 

Win32/ Renos, is also used 

to install scareware

Itõs much worse than you think
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What Does Scareware Look Like?ó

ÅDistribution and Affiliate -

based model

ï Affiliate bonuses

ï VIP points and prizes

ÅPayout for every install of 

rogue software

ÅGreater commissions for 

installation of software that 
contains malicious code

Appears in Many Forms
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The Scareware Threat

ÅGives a person a false Security

ï Promises protection

ï User assumes they are cleaned and protected

ÅLegitimate security software is often disabled when registering 
a rogue product

ÅScareware may actually INSTALL malicious code

ÅPersonal Information is given to purchase rogue software

ï Identity theft threat

ï Additional fraudulent charges to credit cards

ÅYou lose money - $30 to $100 per transaction

What Can Scareware Do To Me?
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How Can I Get Scareware?

ÅClassic Social 

Engineering 

Technique

ÅItõs not just malicious 
sites that are 

launching these 

attacks

ÅDistributed in SPAM

ÅOften found in 

search results for 

removal tools


