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¡ MRK is part of the TruWest

family of companies
¡ 30+ years in business
¡ International footprint across

the US, Canada and Europe
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Security Services (CISO-for-Hire, SOC)
Value-Added Technology Reseller
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§
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MRK CISO SERVICES
¡ Run security programs for companies of all sizes, in

every vertical, across the globe
¡ Each Chief Information Security Officer (CISO) has

20+ years experience, largely in-house running
security programs
¡ Act as an employee of the company, build up their

security, respond to incidents, and engage with their
regulators and customers
¡ Keep our customers safe and secure

MRK MANAGED SECURITY
¡ MRK Managed Security is committed to providing best in class results by fully running out

an alert –investigating and running to ground every available detail.
¡ Our differentiator is we provide actionable alerts with details on remediation, containment

and response.
¡ We provide detailed communication that minimizes an internal team’s effort and provides

an expedited path to resolution – no copy and paste tickets, no alerts without context.
¡ Managed SIEM, User Behavior Analytics, File Integrity Monitoring, Forensics data collection

WHO AM I?
¡ Head the CISO practice for MRK
¡ CISO for companies ranging from SMB’s to multi-

billion dollar corporations
¡ Recovering banker
¡ Amateur Ironman

WHY ARE WE HERE?
¡ Devices have been getting more interconnected…everything has an IP address
¡ This trend has pervaded into industrial control systems and other computing

devices which historically were air-gapped
¡ These devices were designed to be in service for decades…and not designed to

be on the internet
¡ As a result, these devices have increasingly become the target of various attacks

SOME DEFINITIONS
¡ IoT: Internet of Things. The networking of non-traditional devices like thermostats, light

bulbs, and industrial control systems
¡ ICS: Industrial Control Systems. Information system used to control industrial processes
¡ OT: Operating Technology. Hardware/software that detects or makes a change in

industrial systems
¡ CAN bus: Controller Area Network bus. Message-based networking protocol developed to

network microcontrollers
¡ MODBUS: another popular networking protocol for ICS/OT systems. Can be run over

ethernet and serial

BLACK ENERGY
¡ In December of 2015 a power plant in the Ukraine was unexpectedly

taken offline, causing power outages
¡ Investigation found “Black Energy” malware on these systems
¡ Systems compromised were control systems tied to the electric grid

(OT-type systems)
¡ The original attack is believed to have started with a phishing email
¡ Attackers used stolen passwords to maintain their access

COLONIAL PIPELINE
¡ May 7 2021 the Colonial Pipeline in Houston, TX is hit with a ransomware

attack
¡ A regional emergency is declared in 17 states as gas supplies dwindle on the

east coast
¡ A ransom of $4.4M is paid within hours, but it takes nearly a week to come

back online
¡ An exposed VPN with no MFA was the initial entry point. It is believed the

employee re-used this password on other applications which were
compromised elsewhere

FLORIDA WATER HACK
¡ Feb 5 2021, an outside attacker gains access to control

systems in the water treatment plant for the city of Oldsmar,
FL. About 15,000 residents

¡ The intruder boosted the level of toxic Sodium Hydroxide

(Lye) in the water supply to 100 times its normal level

¡ A worker happened to be at the console, saw the mouse

moving, and immediately changed the levels to normal once
the attacker logged out

¡ While other controls likely would have prevented

contaminated water from being released, this incident came
alarmingly close to real world impact

THE PROBLEM
¡ Our ICS/OT devices are on the network
¡ The business wants to be able to pull more data off of them, and provide 3rd

parties access
¡ The board is worried about these systems being compromised
¡ As security professionals we are being asked to secure these things, but have

little experience and knowledge of them
¡ Our own operators of these systems often know little about these systems as well,

and less about IT security. They rely on 3rd party vendors for expertise

POTENTIAL SOLUTIONS
¡ Partner with your local experts
¡ Inventory
¡ Vulnerability Management
¡ Managing Remote Access
¡ Segmentation
¡ SDLC

PARTNER WITH YOUR LOCAL EXPERTS
¡ Start by finding who in your organization knows the

most about the various OT systems that you run
¡ This expert may be multiple people based on

location, or business unit
¡ Learn everything you can about the equipment,

how it normally gets used, what vendors support it,
if it has a network connection, if there are
maintenance windows or downtime for the devices

INVENTORY
¡ Use your experts to help you build an inventory of devices:
¡ What devices are in each location?
¡ Who manufactures them?
¡ What operating systems do they run?
¡ Do they have network access?
¡ Do they have internet access?
¡ Does a 3rd party have remote access?

VULNERABILITY SCANNING
¡ Begin performing scans of the networks these devices live on
¡ Many of these may be isolated, so you may need additional sensors
¡ Do NOT simply do a regular network scan. Nessus and other tools

typically have profiles designed for OT systems
¡ Consider lowering the number of network connections made to a

device at a time, and turning off any malformed packets. Many of
these devices have poor IP stacks that will not deal with either well
¡ Do your first scans during downtime if at all possible
¡ Have a local set of hands ready in case a system is knocked offline

VULNERABILITY MANAGEMENT
¡ Once you have scan results, you can begin addressing them. Options tend to fall

into several categories:
¡ Update/patch (most obvious, only rarely an option)
¡ Take off the network (if not needed)
¡ Decommission the device (if not needed)
¡ Isolate the device at a network level
¡ Strengthen access control around the device as much as possible (stronger passswords,

rotation, separate accounts. MFA unlikely)

MANAGING REMOTE ACCESS
¡ One of the biggest challenges, and increasing cause of breaches
¡ Inventory all of the vendors who have remote access
¡ Inventory all the methods that are used for access
¡ Inventory all the systems they have access to
¡ Look to streamline to as few access methods as possible
¡ Look to have vendors use remote access solutions that you control

and manage
¡ Ensure that any remote access has MFA
¡ Consider enabling access on-demand only
¡ Consider methods such as a responsible employee logging in from their local workstation, and
performing a screenshare session with the vendor

SEGMENTATION
¡ In some cases you can simply wall off the system, or even its

entire network from the internet, or from other internal
networks
¡ In most cases, some holes will need poked through your

internal firewalls…narrow these as much as possible, and make
them one-way where you can
¡ If you need to segment WITHIN an OT environment, devices like

the Torfino exist that can be placed in-line

SDLC
¡ If you BUILD, DEVELOP, or INTEGRATE OT systems for your customers, you should

be considering their security
¡ Work with these teams to develop an SDLC that aligns with their product lifecycle
¡ Key things to consider:
¡ Removal of default credentials
¡ Security assessment of devices with network or internet access
¡ Secure code review of developed code

RESOURCES
¡ ICS-CERT: https://www.cisa.gov/ics
¡ CISA: https://www.cisa.gov/
¡ NIST: https://www.nist.gov/industry-impacts/industrial-control-systems-

cybersecurity

QUESTIONS?

