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What is Social Engineering? 

ÅThe art of manipulating people 
into performing actions or 
divulging confidential information 

ÅAn act of psychological 
manipulation 

ÅhǊƛƎƛƴŀƭƭȅ ǿŀǎ άŜƴƎƛƴŜŜǊƛƴƎ 
society to cause a favorable 
ŎƘŀƴƎŜέ 
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How Large is the Problem? 

Å91% of targeted attacks involve spear-
phishing emails (1) 

Å29% of breaches in 2012 leveraged social 
tactics (2) 

Å31% of mobile users received a text from 
ǎƻƳŜƻƴŜ ǘƘŜȅ ŘƛŘƴΩǘ ƪƴƻǿ ǊŜǉǳŜǎǘƛƴƎ ǘƘŀǘ 
they click a link or dial an unknown 
number (3) 

1 Trend Micro, November 2012 
2 Verizon Data Breach Investigations Report 2013 
3 Cloudmark, September 2012 
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Social Engineering Scenarios 

ÅEmail  

ÅIn-person 

ÅSmartphone 

ÅSocial networking 

ÅSnail mail 

ÅFixed phone 
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DEFCON 20 Competition 

Å20 social engineers 

Å10 target companies 

ÅResearch & phone 
 calls only 

ÅPoints for data captured 

ÅStrict rules in place 

 
http://social-
engineer.org/resources/sectf/Social-
EngineerDefcon20SECTFResultsRepo
rt-Final.pdf 

 

1 Social-Engineering.org, DEFCON 20 Social 
Engineering CTF 2012 
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Competition Process 

ÅTarget industries ς freight, telecom,  
 oil, retail & technology 

ÅUpfront research ς publicly available only 

ïGoogle, Twitter, Facebook, Linkedin, Craigslist, Foursquare, 
Whois, Wikipedia, Vimeo, etc, etc, etc 

ÅPhone calls at DEFCON ς spoofed or not 

ÅPoints range from 3 to 25 

ïо ŦƻǊ ά5ƻ ȅƻǳ ōƭƻŎƪ ǎƛǘŜǎΚέ  

ï25 for getting target to go to URL 

1 Social-Engineering.org, DEFCON 20 Social Engineering CTF 2012 
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What were they looking for? 

ÅGet them to visit a fake URL ς 25 points 

ÅWhat browser do they use? ς 10 points 

ÅWhat version of that browser? ς 15 points 

ÅWhat anti-virus system is used? - 10 points 

ÅWhat operating system is in use? - 10 points 

ÅWhat service pack/version? ς 15 points 

ÅWhat program to open PDFs and what version? ς 10 points 

ÅWhat mail client is used? ς 10 points 

ÅWhat version of the mail client? ς 10 points 

ÅWho is their 3rd party security company? ς 10 points 

ÅWhen was the last time they had security awareness training? ς 10 

1 Social-Engineering.org, DEFCON 20 Social Engineering CTF 2012 
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What did they find through research? 
Cafeteria? 

Food Service OS 

AV 
Browser 

1 Social-Engineering.org, DEFCON 20 Social Engineering CTF 2012 
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What else did they get on the phone? 
Disk Encryption 

Security Co. 

OS 

AV 
Browser 

Fake URL 

1 Social-Engineering.org, DEFCON 20 Social Engineering CTF 2012 



© Wombat Security Technologies, Inc. All rights reserved. Wombat Security Technologies name, logo, PhishPatrol® and PhishGuru® are all trademarks of Wombat Security Technologies, Inc. 

Success Rates in High Value Targets 

ÅGet them to visit a fake URL ς 30% 

ÅWhat browser do they use? ς 70% 

ÅWhat version of that browser? ς 25%  

ÅWhat anti-virus system is used? ς 65% 

ÅWhat operating system is in use? ς 120% 

ÅWhat service pack/version? ς 40% 

ÅWhat program to open PDFs and what version? - 70% 

ÅWhat mail client is used? - 55% 

ÅWhat version of the mail client? - 25% 

ÅWho is their 3rd party security company? - 50% 

ÅWhen was the last time they had security awareness training? - 25% 

1 Social-Engineering.org, DEFCON 20 Social Engineering CTF 2012 
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Pretexts Used 

Employee 

Survey Taker 

Student 

Vendor 

1 Social-Engineering.org, DEFCON 20 Social Engineering CTF 2012 
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Scores by Industry 
1 Social-Engineering.org, DEFCON 20 Social Engineering CTF 2012 
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Scores by Company 1 Social-Engineering.org, DEFCON 20 Social Engineering CTF 2012 
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Recent Attacks 

ÅEmail  

ÅSmartphone 

ÅSocial networking 
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Would you fall for this? 

Someone You Know 

Generic Title 

Link Looks Legitimate 

1 Source: Slate.com Would you click the link in this email that tricked the AP? April 23, 2013 
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Phishing led to AP Twitter Hack 

ÅApril 23rd Attack 

ÅPhishing on corporate network first 

ÅAP's Twitter & Mobile Twitter accounts 
compromised 

ÅFalse tweet about White House attack (1pm) 

ÅDow immediately fell by 1%  

1 Source: Slate.com Would you click the link in this email that tricked the AP? April 23, 2013 
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Bob Smith is retiring 
next week, click 
here to say whether 
you can attend his 
retirement party 

Email subpoena from the US District Court in San Diego with your name, 
company and phone number, and your lawyers name, company & 
ǇƘƻƴŜ ƴǳƳōŜǊΧ 

ÅSpear-phishing targeting specific 
groups or individuals 
ÅLeveraging information about your 

organization, group or you 
ÅNo more misspellings or easy red 

flags 
ÅSocial phishing 4 to 5 times more 

effective 

Increasingly Sophisticated Attacks 
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Mobility Adds New Challenges 

ÅApp downloads (1) 

ïLack of understanding of permissions  

ïRelying on word of mouth and ratings 

ÅEmail Phishing (2) 

ïWorse on mobile phones 

ïMobile phones first to arrive at phishing websites 

ï3x more likely to submit credentials 

ÅSMS attacks 
ïSmishing, links, calls 

1  PΦ DŀƎŜ YŜƭƭŜȅΣ {Φ /ƻƴǎƻƭǾƻΣ [Φ /ǊŀƴƻǊΣ WΦ WǳƴƎΣ bΦ {ŀŘŜƘΣ 5Φ ²ŜǘƘŜǊŀƭƭΣ ά! /ƻƴǳƴŘǊǳƳ of 
      PermissionsΥ LƴǎǘŀƭƭƛƴƎ !ǇǇƭƛŎŀǘƛƻƴǎ ƻƴ ŀƴ !ƴŘǊƻƛŘ {ƳŀǊǘǇƘƻƴŜέΣ ¦{9/нлмнΦ 
2  Trusteer, Jan. 2011 ς similar  
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Android Trojan Creates SMS Botnet 

ÅRandom SMS invitation 
to download a free 
Android game 
ÅUnknowingly loading 

malicious software 
ÅTurns handset into a 

simple botnet 
ÅSending SMS malware 

based on instructions 
from a command and 
control server 

1  Cloudmark, December 2012 
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SMS/Text-based Attacks 

ÅSeptember 2012 - 913% increase in the volume 
of SMS phishing attempts 

ÅSurge appears to be the result of a single set of 
attacks with over 500 unique phishing pitches  

ÅSimplistic attack message: 

 Fwd: Good Afternoon. Attention Required. 
 Call (xxx)xxx-xxxx 

1  Cloudmark, September 2012 
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Q1 2013 Text-Based Attacks  

1  Cloudmark / GSMA, April 2013 
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Social Networking Attacks 

Å15% users had profile hacked & impersonated (1)  

Å10% of users fell victim to scam or fake link (1) 

ÅRecent Login & Malware Scams:  

ÅFacebook ς ά¸ƻǳ ǿŜǊŜ ǾƛƻƭŀǘƛƴƎ ǇƻƭƛŎƛŜǎέ 

ÅTwitter ς ά{ƻƳŜƻƴŜ ǎŀȅƛƴƎ ƴŀǎǘȅ ǘƘƛƴƎǎ ŀōƻǳǘ ȅƻǳέ 

Å[ƛƴƪŜŘLƴΥ  άCŀƪŜ ŜƳǇƭƻȅŜŜ ŜǾŜƴǘ ƛƴǾƛǘŀǘƛƻƴǎέ 

1 Norton, September 2012 
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Social Engineering Roads Converge 

ÅThe end user is the target 

ÅExploits human weakness 

ÅThe end user is the problem 

Å¢ŜŎƘƴƻƭƻƎȅ ŎŀƴΩǘ ǎƻƭǾŜ ǘƘŜ ƛǎǎǳŜǎ 

ÅCountermeasures must be taken 
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¢ŜŎƘƴƻƭƻƎȅ !ƭƻƴŜ ²ƻƴΩǘ ²ƻǊƪ 

ÅTempting to just buy software or hardware that 
promises to solve these problems 

ÅMany social engineering scenarios are not impacted 
by technology  

ÅAttackers are very resourceful, constantly looking to 
circumvent defenses 

ÅSecurity controls lag behind technology adoption 
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Mitigation Recommendations 

ÅSocial Media Policies 

ïLŦ ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ ƻƴŜΣ ƎŜǘ ƻƴŜ 

ïClear definitions of what is allowed and not allowed 

ïBusiness use versus personal use 

ÅConsistent, Real World Education 

ïQuality, meaningful, security awareness education 

ïConsistent & frequent to keep topics top of mind 

ÅRegular Risk Assessments and Penetration Tests 

ïSocial engineering risk assessments & penetration tests 

ïResults to develop & target training and prepare for attacks 
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Mitigation Steps 

ÅSocial Media Policies 

ïResearch, create & distribute new policy 

ÅConsistent, Real World Education 

ïLunch & learn, classroom training, email messages 

ïUse examples from industry or from your company 

ïVendors solutions 

ÅRegular Risk Assessment and Penetration Test 

ïDownload tools for internal use 

ïSecurity consulting companies 

ïVendor solutions 

What if you combine 
education & 

assessments? 
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Select 
Target  

Employees 

Customize 
Fake 

Attack 

Select 
Training 

Initiate 
Mock 
Attack 

Monitor 
& Analyze 
Employee 
Response 

Training via Simulated Attacks 

ÅTraining as part of daily routine 

ÅJust-in-time training for those that fall for attack 

Å/ǊŜŀǘŜǎ ŀ ǳƴƛǉǳŜ άǘŜŀŎƘŀōƭŜ ƳƻƳŜƴǘέ 

ÅSignificantly increases training penetration 

ÅProvides detailed reporting & metrics 
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Social Engineering Assessments 

ÅLinks education & assessments 

ÅAutomates much of the process 
with do-it-yourself capabilities 

ÅDetailed reports to develop & 
target training 

ÅAttack services covering: 

ïemail phishing attacks 

ïmemory device attacks 

ïSMS/text message attacks 
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Results of Continuous Training 

Mock 
Phishing 
Attack 

Just ςIn ς 
Time 

Training 

Auto-
Training 

Enrollment 

Training 
Modules 

35% Failure 1st Campaign 

Email Security  

URL Training 

Phishing Email  

Campaigns 

Repeat 

Over 80% 
Reduction 

6% Failure 2nd Campaign 
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Conclusions 

ÅSocial engineering is a large & growing risk 

ÅYour end users are the target 

ÅMitigation strategy is through policies and ongoing 
education & assessments 

ά¢ƘŜǊŜ ƛǎ ŀ ŘƛǊŜŎǘ ŎƻǊǊŜƭŀǘƛƻƴ ōŜǘǿŜŜƴ 
companies that provide frequent awareness 

training and the amount of information a 
company gives upΦέ(1) 

1 Social-Engineering.org, DEFCON 20 Social Engineering CTF 2012 


